SecPoint® Portable Penetrator™

WiFi Penetration Testing
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PROTECT YOUR WI-FI NETWORK FROM HACKERS!

Introducing the SecPoint Portable Penetrator: Advanced Wireless Auditing

and Penetration Testing Tool.

The SecPoint Portable Penetrator integrates the latest in cyber security testing technolo-
gies, providing a comprehensive toolkit for ensuring your wireless network’s safety.”

WiFi Pen Testing - Wireless Auditing
The Portable Penetrator™ empowers you to
conduct authentic WiFi penetration tests on
WEP, WPA, WPA2, and WPS protocols. Expe-
rience the process just as an actual attacker
would! It not only identifies vulnerabilities in
wireless networks but also provides recom-
mendations for optimal security enhance-
ments.

Over 133,000 Database Signatures

The Penetrator’s vulnerability database is

the culmination of over 25 years of intensive
research. Housing more than 133,000 unique
vulnerabilities, it's primed to detect any weak
points in your network. To ensure relevancy
and accuracy, this database receives multiple
updates daily.

White-label Report Branding

Customize reports with your own logo,
watermark,

and company text. The Portable Penetrator™
allows for full branding and personalization,
empowering you to sell these reports as a
unique service offering.

Scan Any System or Network Device with
the Portable Penetrator™

Our tool is engineered to assess any operating
system or network device. By scanning devices
within your network setup, you can detect and
address vulnerabilities proactively, ensuring
they're rectified before an attacker has the
chance to exploit them.

Comprehensive Solutions for Detected
Vulnerabilities

The Portable Penetrator™ provides in-depth
remedies for any vulnerabilities it identifies,
enabling users to promptly address and rectify
the discovered issues.

Automatic Database and Firmware
Updates

To stay at the forefront of security, the Portable
Penetrator™ offers automated updates. It can
download these updates several times daily,
based on the user’s preferences, ensuring that
the vulnerability database remains as current as
possible.

Whether you're a security professional or a novice, Portable Penetra-
tor PP3000 is a device which is a complete solution for auditing and
improving the level of security of wireless networks. Thanks to built-

in report module you will have all the documentation of the security F &
audits you have conducted. The product has a great value for a great  c===== ) ‘Y %

value for a complete solution like Portable Penetrator PP3000.




SecPoint® Portable Penetrator™ -

WiFi Penetration Testing

Specifications

Vulnerability Scanning Capacity

Vulnerability Assessment & Ticket System

Lethal Attack - SQLi - Blind SQLi

Runs Virtually on Windows / Mac 0S X

19 Profiles HIPAA, Firewall, Aggressive and more
Database of 133,000+ Vulnerabilities

Database of 1,400+ Web Shells

Perform Denial of Service (DoS)

Whitelabeling & MSP Support

Automatic database and software updates

Vulnerability Scan Features
V' Vulnerability Scanning & Assessment
\/ Database of 133,000+ Vulnerabilities
\/ Database of 1,400+ Web Shells
\ Dark Web Search
V' Advanced scan options available
V' Capability to launch Real Exploits
\/ File Upload Vulnerability Checks
\/ Compatible with scanning any 0S
\ 0Sindependent interface
V' SANS top 20 vulnerability checks
\ Malware Detection capabilities
V Lethal attack detections (SQLi) & Blind SQLii
V Identification of missing security headers

Easy-to-understand Reporting
/' XML PDF and HTML reports
\ Whitelabeling Reports branding
\/ 20 Report Languages

Distribution Vulnerability Scanning
\ Node Vulnerability Scanning
\/ Centralized reporting, data storage, control

WiFi Penetration Testing
v Audit WEP, WPA & WPA2 networks
V' Identify hidden networks
\ Supports both 2.4 GHz & 5 GHz frequencies
\ Supports 8 dBi Antenna
\ Provides a professional PDF report

Vulnerability Scan Configuration
V/ Virtual host scanning
\ Scan specific ports & web directories
v Email notification when an scan is finished
\/ 2FA Google Authenticator Support
v 30 Scanning Profiles Available
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Detection of Web Vulnerabilities & Errors
\ Automatic web crawling engine identifies
both known & unknown files on websites
\/ Detects Cross Site Scripting(XSS)
\/ Identifies Reflected Cross Site Scripting
\/ Discovers SQL Injection vulnerabilities
V' Locates Web Errors
\/ Comprehensive TLS & SSL checks
v Remote Code Execution(RCE)
Multi User Support
\ Supports concurrent user logins
v Individual user accounts with customizable
scan and IP ranges
V' Defined user security level
\/ Distinguishes between admin,
regular users, and super admin
\ Super Admin Interface available
\/ Suitable for Managed Service Providers (MSP)

Scheduled Vulnerability Scanning
+ Supports automatic scheduled scanning
V' Sends alerts for newly identified
security vulnerabilities
+/ Displays new vulnerabilities, comparing them
with previous records to highlight security
improvements or changes
Firewall
v On board Firewall
v SecPoint® RBL List

v Blocks Millions of Toxic IPs & Undesired Countries
Scalable and Upgradeable
v Units are upgradeable to accommodate network

growth through a software license
v Ensures protection of your investment

SecPoint® Portable Penetrator™
PP6000

16-2048 IPs
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Penetration Testing

\ Launches real exploits for platforms including
Windows, Unix, Routers, Firewalls, and more

\ Executes real denial of service attacks

\ Initiates distributed denial of service through
a distributed setup

Automatic Update

\/ Provides automatic daily database updates

\/ Offers automatic firmware updates introducing
new features and functionality

V Centralized update point available

v Sends automatic alerts when the
database expires

v Includes an option for manual update uploads
via the interface

Support & Maintenance

v One year database subscription included
v Full support included in price

\/ Option for instant replacement hardware
\/ Web-based user interface (https)

V' Quick setup wizard

\ Configuration backup/restore

v Email alert and logging

v Build-in diagnostic function

v Full Data Privacy Menu

v Access to Terminal Console

Security Scanning of

V' (MS Vulnerabilities
\ Wordpress, Drupal, Magento, Shopify, Umraco,
Joomla, Webshops

Value Added Reseller(VAR) / Value Added Distributor(VAD)

For detailed information on the SecPoint® Portable Penetrator™,
visit the official webpage at https://www.SecPoint.com/portable-penetrator.html
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