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Portable Penetration Testing & Wireless Auditing
The Portable Penetrator™ offers a complete penetration testing kit, 
integrating the latest cyber security and cracking tools.

PREVENT HACKERS FROM ENTERING 
YOUR WIFI NETWORK!

“Whether you’re a security professional
or a novice, Portable Penetrator™ PP4000 is a
device which is a complete solution for auditing
and improving the level of security of wireless
networks. Thanks to built-in report module you
will have all the documentation of the security
audits you have conducted. The product has a 
great value for  a great value for a complete 
solution like Portable Penetrator™ PP4000.”

Supports 2.4 GHz and 5.8 GHz WiFi frequencies

l	Premier WiFi Penetration Testing
l	Auditing for WEP, WPA, WPA2, & WPS
l	Advanced Attack Blind SQLi / RCE
l	Detection of SQL Injection & XSS
l	Both Reflected & Stored XSS Detection
l	White Labeling Logo, Watermark
l	Data Leak Detection Capability

l	Over 133,000 Vulnerability Checks
l	Detection of 1,400+ Web Shells
l	Reporting: PDF & HTML Formats
l	Advanced AI for High Accuracy
l	Vulnerability Scanning for IoT & SCADA
l	Automated Scheduled Scans
l	Managed Service Provider (MSP) Support



Portable Penetrator™
WiFi Penetration Testing

Wireless Auditing with the 
Portable Penetrator
The Portable Penetrator™ facilitates 
genuine wireless auditing for WEP, 
WPA, and WPA2—emulating the 
exact approach an attacker would use. 
It pinpoints vulnerabilities in wireless 
networks and provides optimal soluti-
ons for enhanced security.

Over 133,000 Database Signa-
tures
The SecPoint® Portable Penetrator™ 
vulnerability database has been under 
continuous research and development 
since 1997. It contains unique remote 
vulnerabilities for testing. 
This database is updated multiple 
times daily.

Connect Using Powerful Wi-Fi 
Adapters
The Portable Penetrator™ software 
supports a wide range of powerful 
Wi-Fi adapters, ensuring optimal ran-
ge during Wi-Fi penetration testing.

Dark Web Search
The Dark Web Search feature helps 
uncover leaked sensitive customer 
data, allowing you to take proactive 
measures before it leads to security 
breaches. 
This enhances your ability to protect 
customer privacy and maintain trust 
by identifying potential threats early.

Detailed Remedies for 
Identified Vulnerabilities
The SecPoint® Portable Penetrator™ 
provides comprehensive solutions for 
detected vulnerabilities. 
This ensures users can promptly 
address and rectify any discovered 
weak points.

Automatic Database and 
Firmware Updates
The SecPoint® Portable Penetrator™ 
offers automatic updates multiple 
times daily, based on the user’s 
preference. 
This ensures the vulnerability
 database remains as current as 
possible.

White Label Report Branding-
Branding and personalizing reports 
for resale as a service is permitted.
- Upload your own logo.
- Customize with your company name.
- Add a watermark to your reports.

System or Network Device 
Assessment with Portable 
Penetrator
The Portable Penetrator™ is versa-
tile, designed to scan any operating 
system or network device. Scanning 
devices within your network setup 
using this tool is crucial. It helps de-
tect and address vulnerabilities before 
attackers can exploit them.
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Keep Hackers at Bay: Secure Your WiFi Network Now!

•No Data Collection Backdoor-Free

• 30 Scan Profiles: HIPAA, OWASP Top 10, PCI 
Preparation, Firewall, SCADA, & more

• MITRE CVE, Ubuntu USN, Microsoft, OSBDB

• Scheduling: Daily, Weekly, Monthly Scans

• Prevent Unauthorized Server Access

• Vulnerability Scanning & Assessment 

• Audit WEP, WPA, WPA2 & WPS

• Over 133,000 Vulnerabilities Detected

• Detects 1,400+ Web Shells

• Launch Real Exploits & DoS Attacks

• White-Label Report Branding

• Ideal for Managed Service Providers (MSP)

• Comprehensive Data Privacy Options

• 20 Report Languages: Including English, 
Spanish, Danish, Italian, Korean, Dutch, Thai, 
Portuguese, Turkish, Croatian, and more

• Detailed Remediation Recommendations for 
Detected Vulnerabilities

• Auto-updates for Database and Firmware

• Built-in Interface Support Videos

• Secure Design: All Data Stored Locally

• User-friendly, Adaptive Interface 

• Lethal Attack Crawler SQLi - XSS - SSL - TLS

• High Performance with 64-bit Architecture

• Distributed Scanning Capability 

• Detailed Remedies for found Vulnerabilities

• Secure Design All Data Stored on Unit

• Ticket System for Vulnerability  Management

• WiFi Penetration Testing Assessment Tool

• License for Concurrent IP Scanning

• Advanced Scanning Options

• Centralized Update Point Option

• Integration with SecPoint® RBL List

• Blocks Millions of Toxic IPs

• Support for Two Factor Authentication(2FA)

• Detection of Remote Code Execution (RCE) 
Vulnerabilities

• Compatibility to Scan Any OS or Network  
  Device

• Identification of SCADA & IoT Vulnerabilities

• Dark Web Search

Features and Benefits



1-4 IPs 8 IPConcurrent IP Address

Value Added Reseller(VAR) / Value Added Distributor(VAD)

16-2048 IPs

PP2000 PP4000  PP6000

VMware,Hyper-V,Linux G4l VMware,Hyper-V,Linux G4lSoftware Platform

10/100/1000
Ethernet Support

10/100/1000
Ethernet Support

10/100/1000
Ethernet Support

Network 10/100/1000

YES YES YESWireless Cracking

Are you ready Are you ready 
     for the next step?     for the next step?

    The Portable 
PenetratorSecPoint® Portable Penetrator™ Models >>

WiFi Penetration Testing
SecPoint® Portable Penetrator™

Centralised Reporting

Vulnerability
Scanning

Lethal Attack

Over 133,000
Signatures

Intelligent Vulner-
ability Scanning for 

Any OS

 Finds SQL Injection 
Cross Site Scripting, 
Web Server Errors

WiFi Penetration 
Testing WEP, WPA,

WPA2 WPS Auditing

Distributed
Node Vulnerability 

Scanning

Generates reports in 
XML, PDF, & HTML 

formats.

Multiple Updates 
Daily

DMZ - “demilitarized zone”
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For detailed information on the SecPoint® Portable Penetrator™, 
visit the official webpage at https://www.SecPoint.com/portable-penetrator.html
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