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PREVENT HACKERS FROM INFILTRATING YOUR SERVERS AND NETWORK

Identify & resolve vulnerabilities before they are exploited
Ransomware & black hat hacker groups target organizations regardless of busi-
ness type. Their objective is to penetrate defences, steal sensitive data, and use
it for extortion attempts or to disrupt the organization’s operations.

Cloud Vulnerability Scanner

The SecPoint® Cloud Penetrator™isa web
vulnerability scanner. It can be used to scan
your public IP addresses for vulnerabilities.

These reports provide detailed vulnerability
descriptions, Proof of Concept (POC), and
solutions to address the vulnerabilities.

Automatic Scheduled Scanning

With the SecPoint® Cloud Penetrator™, you
can effortlessly configure automatic scans for
your IP addresses. Choose from daily, weekly,
monthly schedules, or set a specific date.

This can include firewalls, websites, e-commer-
ce platforms, loT devices, SCADA systems, mail
servers, SQL databases, or any other entity with
a public IP address.

Over 133,000+ Vulnerabilities
' SecPoint’s Cloud Penetrator™ boasts a
vulnerability database that's the product of
over 25 years of continuous research..

Vulnerability Scanning for All Operat-
ing Systems and Network Devices

The Cloud Penetrator is equipped to scan any
operating system or network device. Scan-
ning every device in your network setup is
crucial to identify and address vulnerabilities
before they can be exploited by attackers.

The Penetrator’s database contains more than
Preve acke 0 133,000 unique remote vulnerabilities to test
against.

This database is updated several times a day.

Multi-User Support ensuring Privacy
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Professional Reporting

The SecPoint® Cloud Penetrator™ offers
comprehensive professional reports based on
requirements, available in both PDF and HTML
formats.

The SecPoint® Cloud Penetrator™ supports
multi-user login. This feature allows for the
creation of distinct accounts with varied scan-
ning targets. It can also be repurposed and
resold as a Software-as-a-Service (SaaS) to
your own clientele.



Benefits of the SecPoint® Cloud Penetrator™:

v Identify vulnerabilities in your online network system

\ Ensuring a secure design for all applications and systems.

\ Systems designed without the need for remote interaction.

\ Vulnerability scanning paired with penetration testing.

v Detailed and professional reporting in both PDF & HTML formats.
\ User-friendly web interface for easy navigation and usage.

\ Enhanced application security measures.

\/ Web Application Scanning (WAS) for potential threats.

SecPoint® Cloud Penetratgﬁ

Web Vulnerability Scanning

V' Solutions provided to remediate identified vulnerabilities.

\/ Data encryption to ensure confidentiality.
v Automated vulnerability scanning for proactive detection.

\ Application security vulnerability assessment.

\/ Comprehensive solutions to address detected vulnerabilities.

+/ Denial of Service (DoS) tests to ensure system resilience.
\ Saa$ (Software as a Service) protection measures.

\ Testing against Blind SQL Injection attacks.

V' Measures against Remote Code Execution.

v/ Detection and mitigation of XSS (Cross-Site Scripting) vulnerabilities.
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Vulnerability Scanner Features
\ Vulnerability Scanning & Assessment
v Database of 133,000+ Vulnerabilities
V' Database of 1,400+ Web Shells
\ No software installation required
\ Advanced scan options available
\ Capability to launch Real Exploits
\/ File Upload Vulnerability Checks
\/ Compatible with scanning any 05
\ Automatic web crawling scripts
\ 0Sindependent interface
\/' SANS top 20 vulnerability checks
\ Malware Detection capabilities
V Lethal attack detections (SQLi) & Blind SQLii
v/ Identification of missing security headers

Easy-to-understand Reporting
v Multiple report formats XML PDF & HTML reports

Vulnerability Scan Configuration
y/ Virtual host scanning capability
+/ Option to scan specific ports
v Ability to scan designated web directories
v Email notification upon scan completion
v/ 30 Scanning Profiles Available

Security Scanning of
V' CMS Vulnerabilities
\ Specific platforms:
Wordpress, Drupal,Magento,Shopify,
Umraco, Joomla, Webshops
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Detection of Web Vulnerabilities & Errors

\ Automatic web crawling engine identifies
both known & unknown files on websites

\ Detects Cross Site Scripting(XSS)

\ Identifies Reflected Cross Site Scripting

\ Discovers SQL Injection vulnerabilities

\ Locates Web Errors

\/ Comprehensive TLS & SSL checks

\/ Remote Code Execution(RCE)

Multi User Support
\ Simultaneous login for multiple users
\ Individual accounts with tailored scan options
and IP ranges
\ Specific security levels for each user

\/ Distinct roles: Admin and reqular users

Scheduled Vulnerability Scanning
\ Automated scheduling for reqular scans
V' Mlerts for newly identified security vulnerabilities
\/ Compares new vulnerabilities with previous

records, highlighting improvements in security

Scalable and Upgradeable
\/ Convenient IP license upgrades
\/ Ensures protection of your investment

Penetration Testing
\ Capability to launch Denial of Service (DoS) attacks
V' Ability to execute overflow attacks

Automatic Update

\ Daily automatic database updates

\ Firmware updates delivered automatically,
introducing new features & functionalities

\ Centralized update point for streamlined
management

V' Alerts provided when the database reaches
its expiration

\/ Option to manually upload updates through
the interface

Support & Maintenance
\ Comprehensive support included with
the subscription
v Secure web-based user interface (https)
\ Quick and intuitive setup wizard
\/ Easy configuration backup and restore options
v Alerts through email and logging capabilities
v/ Built-in diagnostic functions for troubleshooting
v Full support included in price

Security Profile Scanning

\/ 30 Profiles - Best Scan, Lethal HTTPS Web Attack
Scan, SSL & CMS Web Scan, Wordpress Web Scan,
Quick Scan, Full Scan, Firewall Scan, Aggressive
Scan, OWASP 10, PCI-DSS Preparation for Web
Applications, HIPAA Policy Scan, SCADA ICS PLC
loT, CWE 2011, 150 27001, NIST 800-53/FISMA, (IS
Controls v8.0, GLBA Integrity, SSL Security Checks,
VolIP Devices.
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