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“covers —extremely good- specialised needs and requirements”

“In all the cases the PENETRATOR accomplished it finds all the essential password —keys-.

"EXCLUSIVE

We have to clarify from the start of this review, that this particular laptop is not addressed to everybody, but
covers —extremely good- specialised needs and requirements. Concretely the Penetrator makes what
implies precisely in its name: it infiltrates in networks and evaluates the safety but also their resistances to
attacks.

The particular portable computer apart from Windows Vista, allocates a distribution of custom Linux, in which
are included all the necessary for hacking and cracking. The first step is the finding the essential password —
key- for the connection with each network. Specifically for the wireless networks, the Penetrator can discover
WEP WPA and WPA2 keys. In the case of WEP, the time of detection oscillates between few minutes and
up to one hour (depending on the difficulty of code), while in the case of WPA2 the all process can take even
days.

The Penetrator however is not limited only in the finding the password. One of his more important “arms”
concerns in the possibility of beginning of attacks. They are included more from the 10.000 known exploits
(list is renewed to them enough times at the duration of day), while are supported attacks of type Denial of
Service.

The particular tools are ideally for the evaluation of new and also existing networks. The reason is that in a
checked environment of an enterprise it can realise if the network is an “impenetrable castle” or “full of
holes”.

At the duration of trials we attacked - only for the needs this review - in various wireless and wired networks.

In all the cases the PENETRATOR accomplished it finds all the essential password —keys-.
The process lasted from few a minutes (for numerical code small extent) up to enough days in a wireless
network with safety WPA2.

Also available exploits they revealed the weaknesses of all networks that in the practice were proved
hundreds.

It deserves finally we report that the PENETRATOR can be also used as conventional portable computer,
includes BUSINESS Edition of Windows Vista.

In general Penetrator is fast enough, without however to be the leader. In any case, you do not need to carry
second computer together you, after the particular system can cover you enough satisfactorily." PC WORLD
-July 08-



SECPOINT

www.secpoint.com

BEER | TEST CENTER HARDWARE

= MINIBOOK o
'Secpoint Portable Penetrator |
|BA3M(MOFIA: Doooe fENACIEL BD0BE 1 EZ0NAIEMOL: X EIESEY [ ANOACEHTIMH. D00 ‘
| ge———a - —— =1
‘OOEIAOYME va 1o EekoBapiooupe and v HOKAEIZTIKO I

apxn BTl 0 OUYKEKPIPEVOC (OPNTOG unohoyi- B
| ot Bev aneuBlveral otov woBéva, ol Ka- IATIO
AUNTEL-|E 10 Napanave - eEEBIKEUHEVES ava-
YKEG KL QNOUNOELS, LUYKEKPILE-
| vo. 1o Penefrator kdvet auto nou
| unoBnhdver akpIBHG N ovopadia
| Tou: Bieob0er ot Biktua aflohoy-
| vtag v aopdAeln ahhd kol UG a-
| VIOXEC TOUG
0 ouYKEKPIHEVOS (POPNTEE UNakoyl-
othic, extac and Windows Vista, bio-
Bétel pia Biavoph custom tou Linux,
anv onoia oupnepihapBavovial 6ha 6-
oa xpeiafoviaryo hacking kot cracking
To npcoto BApa apopd otnv EUPESN O-
hiov Tov anapalintwy KwBIKGY Yo TN
gUvBeon pE To exdotote Biktuo. EbIka
yia ta aoppiata Siktue, 1o Penetrator prno-
pei va avokahiyel kKhasid WEP, WPA kat
WPAZ. Tinv nepintwon tou WEP. o xpdvog
avixveuanc Kupaiveral Petagl BEpIKIOY Ae-
iy kat piag tpog (avaioya pe T duako-
Ao Tou Kewbiko), eved oty NEPINTLWAN ToU
WPAZ2 n 6hn &iobikaoia priopei va napet o-
KOMO KOl JEPES.
To Penetrator dpwg 5ev neplopiletat Hovo
oty elpeon kwbikdv. Eva ano 1a onpav-
KkéTepa “6nAQ” Tou apopa om buvardinia £-
| vapEnc enBéoswv. MNepthapBavoviat NepIoos-
[ 1epa and 10.000 yvword exploits [(n AMotatoug  va Bpet 6hoUG TOUG anapaitnIoug kwbikoue. H 6An Buadikaoia Biipkeos
| avavedaveral apHETEC POPES KaTd T BLAPKED ané ehdxiota Aentd [yia aplBpnTikoUg Kwbikolg pikphe £ktaonc] pExpt
e npépac), eviy unogtnpidoviat erBEoeig - Kal OPKETEG NPEPEG OF £VO 00UPHOTO Siktuo pe aopakews WPAZ. Enionc,
niou Denial of Service. To OUyKEKPILEVT Epya- 1a BlaBéoipa exploits pavépwoay g abuvapieg GAwv TV Biktdev, oL o-
Aeia efval (Bavika yia v aflohdynon vEwy ak- noiec amv npaén onobelxBnkav exaToviGoes.
Aa kat unapxéviwy Biktbwy. O Aoyog eivat o- AEileL, TEAOG, VO OVOPEPOURE OTL TO Penetrator pnopei va xpnotponoin- |
1 0€ eAeyxGuevo neplBaihoy pio entxeipnon Bl KOl we BUPBOTIKAC POPNTOE UNDABYIOTAG, NEphapBavel e v £ubo- |

| pnopel vo Blanotioel av 1o Sikud g givaL..  onBusiness v Windows Vista, Fevika, 1o Penetrator eivat OpKETA ypA- |
| anépBnto kéatpo A EEppayo apnéL, yopo, xwpig wotéoo va eival kapugalo 7€ kGBe nepintwon, naviwg, bev
Katd  S18pKela Ty oKy ag enelnka- xpewdletal va petapepete beltepo unohoyioth padi gag, apod. 10 OUYKE-

LIE -HGVD Y10 TIG OVAYKEG UTOU TOU review- o€ Kpipévo alotnua pnopei vo aog KaAWEL OPKETA 1KOVONOINTIKA \
‘ Siapopa aoUppaTa Kal evouppata Bikua. Ze ME AICA AOTIA Evag (iaitepog popntdg unohoyloti, waveg va Sieio- i

GAEC TIC NEPINTOELS, To Penetrator KOTOQEQE Booet oxebév ot onowobhinote Gikwo. |
|

AéBeon: K&G Digital Service. 210-6641 362 T (ye @MAJ: Ané €2.499 Eyyinan: Ano 1 xpévo

» Texvikd xapaktnplonikd

EneEepyooui: Intel Core 2 Dup T7500 Myfipn: 16B DDR2 ExAnpés Biakog: 160GB [5.400rpm) 08évn: 154", 1,280B00 YnooUotnpa ypopIKdy:
Nvidia 8400, 256MB Bipeg: 3xUSB 2.0, 1xVGA, LAN 10/100, 1%Express Card, 1xSD Card Auctbwan: Wi-Fi 802.1 1g Aeroupywd odorape: Windows
Vista Business
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